Article 1.1: Protecting Your Digital Estate
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“What Happens to Your Email Account When You Die?”
Your on-line footprint represents an asset – a digital asset. How do you preserve it as part of your
legacy?

As our daily activities increasingly move through wireless devices and more of our records are stored “in
the cloud”, less paper is printed. As the traditional paper trail becomes obscured, our definition of asset
needs to broaden beyond that of the physical asset. It needs to include our “digital assets”.
Traditional estate plans will define ownership of all of the valuable assets we accumulate over a lifetime.
Joint Ownership, Last Wills, titles to real and personal property all define who has control and when that
control transfers to the next generation of ownership.
Now, think about the business, social and avocation-based websites that you frequent. What about
your email and cell phone accounts and the records contained therein? What happens to the pictures,
the commentary, the records, the documents and the connections when you die? Who has access?
How will those records be preserved and passed on to your loved ones and those that need to know?
When discussing computer-based security, we often think in terms of limiting access to all outsiders. To
preserve our digital assets, that paradigm needs a shift to encompass ‘strategic access’.
The first step is to create a list of the internet websites that you use in your daily life. Your “Favorites”
and other bookmarked websites will provide a start. Add to this a list of email accounts used and cell
phones carried. This list can be referred to as your “Digital Asset List”.
In addition to web addresses, your Digital Asset List should include user names, passwords, answers to
“security questions” and other pertinent information that will open and provide unlimited access to the
web site.
This Digital Asset List, in the wrong hands, can create turmoil for the author. Losing control of this list is
akin to losing your wallet, credit cards, driver’s license, passport, checkbook, house and car keys, cash

and other valuables. To address this, build an electronic file that can be encrypted and password
protected. Microsoft WORD and Excel both have this capability and can be easily edited, updated and
distributed.
As your Digital Asset List is created, file and password management become critical to security. Though
those topics will be addressed in other commentary (see Article 1.2: Protecting Your Digital Estate), it is
recommended that a totally unique password is used to protect your Digital Asset List. This key to your
digital world should be unlike any other on your key ring.
To further obscure this valuable information from unwelcome and prying eyes, give this digital file a
name that is obvious to you but easily missed by outsiders. Name it and store it in a computer folder
that is totally unrelated to computer security. If you like to travel and have folders from trips taken or
planned, entitle your Digital Asset List “sailing tours” and store it in a folder named “Bahamas”. The last
thing you want on your hard drive is a folder entitled “computer security” that contains a file named
“passwords”.
As with any effective estate plan, your Digital Asset List needs to be communicated to those that “need
to know”. Copies should be thoughtfully distributed only to those that need access and to those that
you want to have access. Trusted partners, adult children and parents are on that short list of people to
whom you might want to give the list. Think about who has keys to your residence. Providing access to
your Digital Estate Plan is very similar to providing access to your home. Do so with extreme caution
and a defined purpose.
The use of small flash drives to distribute your Plan can be effective. Updates are simple to make and
the risk of loss is minimal. Should a copy be misplaced, a flash drive with a password-protected file
named “sailing tours” will generate little interest. If a security breach does occur, do the same thing you
would do if you lost your personal key ring – change the locks to your Digital Asset List by updating the
user names and passwords. Time-consuming? Certainly, but no professional locksmith is needed.
This list, and the people that you have entrusted it to, become the first step in securing your Digital
Estate. As with all well-designed plans, this component of a broad financial planning process will take
careful organization, effective implementation and appropriate communication. The Legacy is yours to
pass on.
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Traditional Financial Planning will often focus upon the management of financial assets.
Multi-disciplinary Financial Planning broadens the approach to include Risk Management Strategies.
Life-Based Planning takes the process a step further to define the goals, events and legacies that truly
define us as individuals. Plans are then designed and implemented to deliver those priorities that are
truly important.
It is this Life-Based approach to planning that defines the practice philosophy of Financial Dynamics.

This commentary is but one example of that lifestyle-focused, broad-based and multi-disciplinary
approach to Financial Planning that we provide to our clients. Contact us for insight on how we can add
value to your planning process. We look forward to the conversation.
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